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Managing Rule Breaking
Robin Bryden - Applied Psychology Advisor (Global)

Shell International Exploration and Production
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Swiss Cheese Model of Risk Management

Hazard/
Risk

Defences World

Work &
Organisation

Undesirable
outcome
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Understanding Incidents
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Human errors and violations

“I took the 
wrong turn”

“Left car 
lights on”

“I used the 
windscreen 

wiper”

“I jumped 
the light”

Intended
Action

Unintended
Action

Violation
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Human Behaviour Model
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Human Behaviour and Incident Investigation
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The Proactive Approach
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Why are Violations so Dangerous?
• Violators assume everyone else is following the 

rules and procedures
• Violations are forbidden, so violators don’t tell 

anyone what they are doing
• Errors (slips, lapses, mistakes) are independent of 

intention – Part of being human!

VIOLATION + ERROR
= DISASTER



C
op

yr
ig

ht
 2

00
4

S
he

ll 
E

xp
lo

ra
tio

n 
an

d 
P

ro
du

ct
io

n

Results of questionnaires

34 %

Wolves in Sheep
clothing

30 %

Wolves

Do not 
accept 

violations
22 %

Sheep

14 %

Sheep in 
wolves 
clothingAccept 

violations

Never Violate Violate
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Questionnaire

Read the questions and 
assess which response aligns 
best with your personal work 
environment.  
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Aggre gate d Data Rule -Bre aking

1.00 2.00 3.00 4.00 5.00

Expectation

Planning

Opportunity

Pow erfulnes s

Pers onal Norms

Wolves  and Sheep
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Why do people not follow the rules?

• There is no right or wrong 
answer !!

•Jointly in tables (10 minutes)
– Discuss why you and others break 
the rules.

– Write them down on a flip chart -
everybody to submit at least one
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Types of violation
Unintentional - Rules are incorrect, unclear, 

burdensome or rules are OK but distribution and 

training is at fault

Routine - It has become the normal way of doing 

things

Situational - Cannot do the job without breaking the 

rules. 

Optimising - To please the boss or its more 

convenient/fun!



C
op

yr
ig

ht
 2

00
4

S
he

ll 
E

xp
lo

ra
tio

n 
an

d 
P

ro
du

ct
io

n

Questionnaire

Read the questions and 
assess which response aligns 
best with your personal work 
environment.  
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Ag g re g ate d Data Rule -Bre aking  Sc o re s

1.00 2.00 3.00 4.00 5.00

Unintentional Rule  -
Complexity

Unintentional Rule  -
Availability

Routine  viola tions

Situational viola tions

Optimis ing viola tions

Exceptional viola tions



C
op

yr
ig

ht
 2

00
4

S
he

ll 
E

xp
lo

ra
tio

n 
an

d 
P

ro
du

ct
io

n

Types of Rule-Breaking: An Unintentional Violation

People do not know how to apply the procedure
Use of difficult language
Many cross references
Failure to consider the level of users

PR 1508 LIFTING TUBULARS
The slings should be doubled wrapped with a choke hitch taking care 
not to cross over the sling on the  underside of the pipe or pipe 
bundle. The choke hitch should be pulled tight to secure the bundle 
and a bulldog grip fitted. A tie wrap should then be fitted to prevent 
the reeving eye slipping over the bulldog. The included angle between 
the choke hitches shall not exceed 120 degrees.
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Do we need this procedure?

Procedure

Possible Solutions

Hazards managed by procedure

YES (Arguments) NO (Arguments)

Solutions chosen

Ensuring compliance
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A Balanced Approach

Managing Rule Breaking

REACTIVE
• Investigate incidents 
• Clearly identify all the 

actions/decisions which caused 
holes in the defenses

• Error or Violation?
• Why did the person do that?
• Apply just and fair consequences 

to individual and their supervisor 
/manager

PROACTIVE
• Explore reasons for rule-breaking
• Focus on specific “problematic” 

procedures
• Debate the need for the procedure
• Workforce find own solutions to 

problems 
Change the procedure
Make resources available, 
Training 
Forcing Functions

• Create compliance
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Culture Ladder

CALCULATIVE
We have systems in place to

manage all hazards

PROCATIVE
We work on problems that we

still find

REACTIVE
Safety is important, we do a lot
every time we have an accident

PATHOLOGICAL
Who cares as long as

we're not caught

Inc
re

as
ing

ly 
Inf

or
med

Inc
re

as
ing

 T
ru

st 
an

d A
cc

ou
nta

bil
ity

GENERATIVE
HSE is how we do business

round here
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Hearts and Minds: Bringing HSE to Life
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The Lethal Cocktail
Expectation - Poor expectations that people will find 

themselves repeating past violations because 
nothing has changed

Powerfulness - The feeling that competent people 
can get away with it

Opportunity - There are still lots of opportunities
Planning - Violation is a natural adaptation to poor 

planning

Personal Norms – Belief that a professional would do it 
that way (following the rules)

The Antidote
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Types of Rule-Breaking: A Situational Violation

It is impossible to get the job done by following the procedures
strictly

Gap exits between what is required and what is available or 
possible
Lack of local resources
Failure to understand real working conditions

I could not get the job done if I followed the procedures, but I did the 

job anyway
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Types of Rule-Breaking: A Routine Violation
Rules are broken because they are felt to be irrelevant or because 
people no longer appreciate the dangers

Effort to follow rule is felt to be greater than the apparent benefits
Jobs perceived as having little risk
No one intervenes

Other people here do it the same way
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Types of Rule-Breaking: An Optimising Violation

It is sometimes possible to get the job done faster, more conveniently 
or have a thrill by not adhering to the rules
Incentives to meet targets or achieve personal goals, may encourage 
optimising violations

I thought it was better (for the company) to do it that way
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Types of Rule-Breaking: An Exceptional Violation

People have to solve problems for the first time and fail to follow good 
practice

New, difficult or dangerous situations

Example:

During the Piper Alpha incident, a couple of the crew decided to

leave the mustering area whereas most of the crew stayed-put 
(the rule said so). Those who made the former choice, survived.
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Procedures and Practices score

Item 1-5

Unintentional 
Understanding

Ty
pe

 o
f r

ul
e 

br
ea

ki
ng

Critical?
Score <15

S
co

re
s

Av
er

ag
e

Item 6-10

Unintentional 
Awareness

Critical?
Score <15

Item 11-20

Routine

Critical?
Score <30

Item 21-30

Situational

Critical?
Score <30

Critical?
Score <30

Item 31-40

Optimizing

Item 41-45

Exceptional

Critical?
Score <15

Example of Rule Breaking

Specific Example of Rule or Procedure that Lead to Critical Score
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Action Plan

ACTION

What are we 
going to do?

Who will do it?

When will it be 
done?

Who will review 
it?

When will the 
review take 
place?
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