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Managing Rule Breaking
Robin Bryden - Applied Psychology Advisor (Global)
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Swiss Cheese Model of Risk Management

+«— Defences

- Hazard/| §
~ Risk
N\

Work &
Organisation

Undesirable >
outcome .
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Understanding Incidents

We need to address Behaviours, Values and Beliefs

1999 Root Causes

Historically we have not

The vehicle

- IF problem - we

used fo appeal in
these areas

Logistics HSE Case

BT Journey Management

for Y
Beleks Look Out for Your
Colleagues

Volues A Colleagues Keeper

We now need
fo appeal in
these areas

6 8 10 12 14 16 18

Near miss reports, incident
investigations, audits etc.

1999 Actions Generated
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Human errors and violations )

HUMAN
BEHAVIOUR

Unintended Intended
Action Action

5 “‘use!t!e

windscreen “Left car “l took the “I jJumped
N lights on” wrong turn” the light”

Unintended outcome

Copyright 2004 Shell Exploration



Copyright 2004 Shell Explorai

Human Behaviour Model

Management

Colleagues
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Public
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Religious Leaders

Slips & Lapses

Behaviour/
Action



Human Behaviour and Incident Investigation
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Occurence Did the Were the When the The person Did the Did the Did the
of an YES action S actions in NO person was NO could not get NO person NO person NO person
undesirable proceed as > accordance > violating, > the job done ’ violating violating ’ violating
event. planned? with the did they if they think it was think it was mean to do
rules and think they followed the better for the better for what they
procedures? were doing procedures, company to them did and
it the correct but they did do it that personally to didn't they
way? the job way? do it that think or care
anyway. way? about the
consequen
-ces?
NO YES YES YES YES YES YES
Slip or lapse Mistake Uninten- Situational Opﬁmising
tional violation violation for
violation company
benefit

Does this happen a lof2

Routine error

Human Error and Violation Decision Flow Chart

Does this person have a history of violating?

Routine violation

Would other people here do it the same way? (Substitution test)
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Why are Violations so Dangerous?

e Violators assume everyone else is following the
rules and procedures

 Violations are forbidden, so violators don'’t tell
anyone what they are doing

 Errors (slips, lapses, mistakes) are independent of
Intention — Part of being human!

VIOLATION + ERROR
= DISASTER
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Results of questionnaires

Do not
accept
violations

A

\4

Accept
violations

Never Violate |<

22 % 34 %
Sheep Wolves in Sheep
clothing

14 % 30 %
Sheep in Wolves
wolves
clothing

» | Violate
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Hoarls
Procedures and Practices Questionnaire “"*“f@

Pleense serfch the circle thot best reflacts your |evel of o;' ;":__;.
LR W

1 Thisnubes ara wities in loecpesge that o sasy s undeciiand
2 Mol proceduni ane vy ety io isdardond ]
3 Somoprocedine one ey complicated, el do anl isdasend what B

| o ovepoirind s s | —
4 Privedus anuwlly weiiten withoul coserafarancas o other procedures | .f 15
-
§  Someprocedures are feclally Incomecl i I:I

B Thesa in s syssam to ched tha paople undessiond proceduras bebora 1

My i il
T Wi ssy bo gata prisfod copy of niks asd procoderes »
B | somabmi coma acs o peoceters | did ool kecw sduad ._I —
7 | unlly knoew which rubes or provedune o agply | ]
.
18 | only haew o ko abool procadunii dor lasks | hove 1 do L4 I:I

11| The procedires da not abeeys deerba tha baw way of doing the wark
12 Mot ol e procedens moka e job saler ond manm oficant |
13 Sona il s broken rgulody | '
4| Lo st Th B iy s b sy o s worditons bt L prcscaduras 1
15 Sheel ailk are nid accepiabls, dves whan ey valve bele or ne ik

18 | can get i job daes quicker by gaorag woonas ks ;
1F ) Thin rubes- opply b asgparsenced ox will as insepimced workars '

18- Mo ks doe ot nood 1o be loflowed i get tha job done saldy | —

1% Superelson are nsansliso 1 some aokitions of nlis BE:
o

20 S i o el here b peovidu cover for massgessni | Ili I:I

o =

1 Seranch tha cirebs in this columa thiont rellacts your bval of o resmend/ Saogresmant with sach skitement
3 Add up the nusbsers sontchid open in sk gmup o s and pot tha sem in the bos
3 thee e i st tha cnticol valus geen In e colouned bas, you are mone ey 1o b o probilean

v Shall lnkowabonal €

Questionnaire

Read the guestions and
assess which response aligns
best with your personal work
environment.
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Why do people not follow the rules?

Why break the rules

Hﬂ!ﬁin@

«Jointly in tables (10 minutes)

— Discuss why you and others break
the rules.

— Write them down on a flip chart -
everybody to submit at least one

* There is no right or wrong
answer |

|
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Types of violation

Unintentional - Rules are incorrect, unclear,

burdensome or rules are OK but distribution and

training is at fault

Routine - It has become the normal way of doing

things

Situational - Cannot do the job without breaking the

rules.

Optimising - To please the boss or its more

P T A ol |
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Types of Rule-Breaking: An Unintentional Violation

PR 1508 LIFTING TUBULARS

The slings should be doubled wrapped with a choke hitch taking care
not to cross over the sling on the underside of the pipe or pipe
bundle. The choke hitch should be pulled tight to secure the bundle
and a bulldog grip fitted. A tie wrap should then be fitted to prevent
the reeving eye slipping over the bulldog. The included angle between
the choke hitches shall not exceed 120 degrees.
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Do we need this procedure?

Hearts
AND Mi

ds)

Procedure

Hazards managed by procedure

YES (Arguments) NO  (Arguments)

Possible Solutions

Solutions chosen

Ensuring compliance
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A Balanced Approach

Managing Rule Breaking

REACTIVE

Investigate incidents

Clearly identify all the
actions/decisions which caused
holes in the defenses

Error or Violation?
Why did the person do that?

Apply just and fair consequences
to individual and their supervisor
/manager

PROACTIVE

Explore reasons for rule-breaking

Focus on specific “problematic”
procedures

Debate the need for the procedure

Workforce find own solutions to
problems

e Change the procedure

e Make resources available,

e Training

e Forcing Functions

Create compliance
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Culture Ladder

GENERATIVE
HSE is how we do business
round here

PROCATIVE
We work on problems that we
still find

REACTIVE
Safety is important, we do a lot
every time we have an accident

PATHOLOGICAL
Who cares as long as
we're not caught
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Hearts and Minds: Bringing HSE to Life

Permit to
Work System

Job Hazard
Analysis

]

Contract/

Contractor
M .

HSE Self

s |

HSE Standards |
| &Procedures

Competency i

| Workplans

; Appraisal | Hazard/
/ Risk

Observation | /

Techniques

e

Programmes | =Z

o

Audits
Reviews

Incident Reporting : o

Hazardeous Situation

Unsafe Act Reporting

Violation
Survey

b :

Trenas/

Incident Investigation

[Tripcd Beta)

It marries HSE risk management

| Benchmarking |,

"Hearts and Minds" Tools

Following the Change Process

PERSONAL
PROACTIVE
INTERVENTIONS

+

* Encourage

* Appraisal

* Appreciation

* Coaching

* Just & Fair discipline

To people and actions

B

Clarity
v
Competence
v
Accountabilities
v
Agreement
v
Action
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The Lethal Cocktall

Expectation - Poor expectations that people will find

themselves repeating past violations because
nothing has changed

Powerfulness - The feeling that competent people
can get away with it

Opportunity - There are still lots of opportunities

Planning - Violation is a natural adaptation to poor
planning

The Antidote

Personal Norms — Belief that a professional would do it
that way (following the rules)
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Types of Rule-Breaking: A Situational Violation

| could not get the job done if | followed the procedures, but | did the

job anyway
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Other people here do it the same way
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Types of RuIe-Breaking: An Optimising Violation

| thought it was better (for the company) to do it that way
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Types of Rule-Breaking: An Exceptional Violation

People have to solve problems for the first time and fail to follow good
practice

New, difficult or dangerous situations

Example:

During the Piper Alphaincident, a couple of the crew decided to

leave the mustering area whereas most of the crew stayed-put
(the rule said so). Those who made the former choice, survived.
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Procedures and Practices score

% o Iltem 1-5 Item 6-10 Item 11-20 Item 21-30 Item 31-40 Iltem 41-45
= c
S g Unintentional Unintentional Routine Situational Optimizing Exceptional
g9 Understanding Awareness
> Q
|_
%)
o
o
(&)
n
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o
>
<
Critical? Critical? Critical? Critical? Critical? Critical?
Score <15 Score <15 Score <30 Score <30 Score <30 Score <15

Example of Rule Breaking

Specific Example of Rule or Procedure that Lead to Critical Score
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Action Plan

Hearts
oA @)

What are we
going to do?

Who will do it?

When will it be
done?

Who will review
it?

When will the
review take
place?
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