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INTRODUCTION
1.
Putting to one side deliberate violations, it is widely recognised that human error manifests itself as slips, trips and mistakes.  Slips and trips are unconscious acts, the probability of which is increased by a variety of factors that have been the subject of extensive research.  Generally barriers are erected in the form of procedures, training, fail safe design, supervision, organisational changes and other such mechanisms in an attempt to minimise the consequence of the human failing.  However, mistakes are normally considered to be conscious acts and it is the conscious act of making decisions which will be the focus of this presentation.  A wrong decision can have disastrous consequences and history is littered with many well known examples.  Is this something that just happens?  Is it something that only poor managers and leaders do?  Is the solution to determine who was responsible and remove them from any possible position that might give them an opportunity to make the same mistake again?  And by doing this will it really stop others from making the wrong decision in the future?

2.
Risk management is accepted as a vital element of any successful technical project.  Risks are expected to be captured, owned, assessed and either accepted, mitigated or treated.  So why not take the same approach to the risks of human error in decision making?

3.
Using some personal experiences to illustrate the influence of human decisions this presentation will expose some of the issues that must be addressed.  The nature of risk is considered, particularly in the context of human action.  Keeping it simple some thoughts for debate on how to tackle the issue are then proposed in the form of a 3 stage plan.

AN EXAMPLE OF CONFLICT IN HUMAN DECISION MAKING
4.
In 1986 the author was halfway through a tour as the Senior Engineering Officer on a Jaguar fast jet squadron.  The SEngO has overall responsibility for all engineering activity on the squadron and is answerable to the squadron boss – a pilot.  The squadron was on a 3 week detachment to Sardinia for bombing practice and it was no uncommon for pilots to fly away to other bases over the weekends.   It was a Friday afternoon and the boss and his 2IC were due to fly to Italy for the weekend.  There was a minor fault with the Boss’s aircraft requiring a change of the avionics compartment ground cooling fan.  All was going well with the new fan in place, but unfortunately the tradesman dropped the small clevis pin that attaches an actuator arm to the cooling fan intake door.  After some time searching for the item there was growing concern and eventually it was time to tell the SEngO.  Although the pin was only about 1 cm long, it was made of metal and could either jam a control run or cause an electrical short.  Besides which, the rules on loose articles were very clear; a confirmed loose article must be found.  So that should have been it, but while rules are often in place it is not always that simple.

5.
The Boss was not impressed at the prospect of losing his trip to Italy.  We could not give him another aircraft because the military airfield he was flying to closed at 1700 hours and we needed to give him an aircraft with additional external fuel tanks because he would not get fuel there and internal fuel only would not be enough to get home on Monday.  With the time we had left we could not fit the tanks to another aircraft.  So we then entered a debate over the risks posed by the loose article.  There were no control runs in the area that it should be in and while it was possible for it to migrate to such an area it would be a fairly long and convoluted journey.  The Boss ‘volunteered’ to fly straight and level with no violent manoeuvres.  ‘It will be okay SEngO – I’ll take full responsibility.’  Not a likely view a court marshal would take!

6.
What was the risk?  The worst consequence was that people, including the Boss, could be killed if the aircraft crashed if a control was jammed or it caught fire – there are plenty of precedents.  Was that likely in this case?  Um…. well maybe.   Then there was the Boss’s pressure; would the ‘wrong decision’ be career limiting?  The tradesmen, including a number of very experienced SNCOs, were very quiet and it was an uncomfortable time.

7.
The aircraft was made serviceable with a replacement pin and allowed to fly.  The author had an uncomfortable weekend and was very relieved to see the aircraft arrive back safely on the Monday morning.  He was delighted to personally find the offending pin which he has kept ever since.

8.
This is not an uncommon situation and is typical of the conflicts that have to be reconciled when faced with potentially life threatening decisions.  Learning from personal experience is fine as long as you don’t make disastrous decisions on the way.  Learning from the experience of others before you get there is infinitely better.

WHAT IS RISK?
9.
It is useful to reiterate precisely what risk is as it can often be misunderstood.  When asked to give examples of risks most people will describe environmental factors that contribute to the increase in the probability of something happening.

10.
Risk is the product of the consequences of an event and the probability of that event occurring.  For example, the Hatfield rail crash was an event that had unacceptable consequences; the 80’s and 90’s in particular have a number of such events – Challenger, Herald of Free Enterprise, Kings Cross, Piper Alpha.  So at the top of the consequence list is multiple loss of life, after which we might put serious injuries, loss of property, cost and damage to reputation.  One must increasingly consider the prospect of legal proceedings against those deemed responsible, the consequential loss of individual freedom, companies failing and many other wider ancillary effects.  The media response to the recent report on the Buncefield fire is typical of the ever increasing expectation that someone has to be responsible; someone has to shoulder the blame and must be punished accordingly.  As an aside, this is a very compelling reason to try everything possible to prevent errors occurring, be they conscious actions or unconscious slips – society seems to have little sympathy for those who err.

11.
The probability of failure of technical equipment can be determined in a highly objective manner through sophisticated reliability testing and it is now relatively easy to define an acceptable failure system failure rate knowing that it is reasonable to expect industry to be able to demonstrate compliance.  Aircraft are particularly good in this respect with overall system failure rates of 1 in a billion be defined and met.  The probability of other events is not always so easy to define and greater subjectivity leads to a higher band of uncertainty.

12.
The probability of a particular event may be very low, but the consequences of that event may be so dire that work to lower the probability of occurrence still further is deemed justifiable.  Nuclear power stations are a clear case in point.

13.
Risk in technical projects, in finance and in Health and Safety (the dreaded Risk Assessment!) is a familiar concept.  However, in terms of human decision making risk is generally something that is not consciously confronted until the individual is faced with an event.

VULNERABILITY TO HUMAN FRAILTY
14.
Even when programmes have robust risk management procedures in place there can be a vulnerability to errors in human decision making if such possibilities are not considered and mitigated.  One example is in the author’s current area of employment as the Programme Manager for the RAF’s Harrier aircraft Capability Upgrade Programme.  This is a £500M project to make major changes to the RAF’s Harrier fleet so that it is able to remain a credible and relevant platform through to its out of service date in 2018.  It is a highly complex technical project integrating new avionics and weapons systems onto the aircraft by way of a 5 phase incremental acquisition programme.  It is approaching the end of the second phase and is meeting all time, cost and performance targets.  The programme is managed through a genuine partnership between the MOD’s Harrier Integrated Project Team and BAE Systems.

15.
This partnership has developed over 3 years and there is genuine pride in what is being achieved.  Risks are shared and as problems materialise there is open and honest dialogue.  At least that is the intent. 

16.
In the last 3 or 4 months of 2005 the programme was under increasing tension.  Timelines were very tight, there were many technical problems and there were increasing complaints to the senior managers on both sides of inappropriate behaviour at meetings by certain individuals.  Perceptions and suspicions grew over a lack of honesty, a lack of understanding, people being more than awkward and, in some cases, open hostility.  The consequence was the beginnings of a breakdown in effective joint decision making and the programme started to lose momentum.  Fortunately Christmas intervened and provided a natural time out.  Everyone was made aware that the routine quarterly planning meeting in January would be devoted to resolving these problems and were asked to be prepared to talk openly, but constructively about their concerns and perceptions.  The meeting took place and was a seminal point in the whole programme.  The partnership proved its strength and took a step up to the next level by going through a calm, shared analysis of all that had been perceived to be going wrong.  It all distilled to one key issue; we had stopped communicating effectively.  Everyone was under so much pressure to address the myriad issues that they had run out of time to do everything and communicating had dropped off the bottom of the priority list.  Hence decisions were being made without all the relevant information and without buy in from all those affected.  The remedy was simple; put communication back at the top of the priority list and keep it there no matter what else comes along.  A simple fix to mitigate the risk of bad decision making in a partnered environment, but one that needs active and continuous effort to maintain.

GETTING AHEAD OF THE PROBLEM
17.
So if we are to get ahead of the problems of human error in decision making and start to address the risks, what can be done?  The theory is relatively simple.  Going from basic principles, first consider what could go wrong, then make a judgement on the consequent outcome – how serious could the problem be – and then determine how likely it might be for this bad event to materialise.

18.
But in terms of human decision making how can you establish what decisions you might have to make?  Then, how do you know what the options might be and which of these options would lead to an undesirable outcome?  The theory is great, but when you set your mind to the practical application of the theory you can be quickly left wondering just what the risks are?

!9.
Asking individuals to identify the risks they face will normally generate a lot of interest and debate.  In a recent piece of research into the impact of supervision on human error in aircraft maintenance in the RAF the author debated the topic with a range of focus groups.  These expert practitioners were very keen to talk about the risks in their work that lead them to make errors.  Management pressures, policy changes, distractions, the fatigue that comes with night working, time pressures and individual personal characteristics all featured prominently.  However, on reflection, these are all factors that vary the probably of an undesirable event occurring; they are only half of the risk equation.  This offers a further strand of work to consider whether it is more effective to place barriers and defences against the factors that increase the probably of an error, or to attempt to either break the link between the event and the bad consequence or to decrease the severity of the consequence.  There is a possibility that within this area lays an explanation why the vast majority of maintenance errors – most of which are unreported - do no lead to catastrophic outcomes.  This is certainly the case in aviation.

A 3 STAGE APPROACH
20.
A simple approach to attacking the risks associated with decision-making could be 3 stages; some training, assessment of the risks and subsequent ranking, and then practice making decisions in a benign environment.  Again easy to say, but in practice it is likely to require thorough commitment and persistence in carrying through the whole programme.

21.
It must be carefully targeted at those within the organisation who are most likely to be faced with the most significant decisions, which suggests, although not necessarily exclusively, the more senior managers and leaders.  It must also be as objective as possible if risks are to be properly ranked so the most severe can be tackled first and this will require enlightened thought.  Hence the need to start with training.

TRAINING
22.
Training should start with a look at the nature of human error.  Why do we make mistakes?  What is the basic physiology and psychology at work that drives us this way?  It is then worth considering the sort of factors that increase the probability of making mistakes.  This needs to be set in the local context of the organisation, its role, its environment and especially when things change.  It is also important for employees to have a very clear picture of the level of disastrous consequences that could occur in the area of operations for their company.

RISK ASSESSMENT
23.
Risk assessment is the difficult part.  It needs to be done by the experts in an organisation, probably the deciders who are better placed than others to foresee the types of situations likely to create significant risks.  It is important to start with the undesirable outcomes, the events that you don’t want to happen which sit waiting at the end of the decision path.  To be objective you also need to set parameters for the consequences in terms of severity and the probability of the event taking place.  Parameters for severity might be in terms of time, cost or performance, while probability is often set as percentage bands.  A simple Green, Amber, Red works well where Red is perhaps a greater than 80% chance of the bad event happening.  Having established undesirable events one can then consider the possible consequences, graded to the parameters just decided. By then working back along all of the different paths that could lead to each of those outcomes it should be possible to reach all the decision points that apply.  It is then necessary to determine the probability of an individual taking the ‘wrong’ decision path and to establish the factors that are likely to increase that probability.  For example what are the unusual events that take people outside of the rules and procedures or which put them in conflict with such barriers?  It should then be possible by application of a severity-probability chart to grade the whole range of events and the decision points that lead to them such that the greatest risks can be properly identified and attacked.

PRACTICE
24.
Trial and error decision making is not to be recommended, particularly when the consequences of error could be grave.  Yet this is often the approach that is taken.  A better attitude is to practice the decision making process in a simulated situation.  One glaring example of where this doesn’t happen very much is Business Continuity Planning from a human perspective.  Most large businesses rehearse what to do when the power goes off, or the computers crash or the buildings are unavailable.  However, not many think about what happens when half the work force is off sick with food poisoning and the decision makers are included.

25.
Disaster exercises are an excellent way to exercise decision making in a dynamic and frequently very realistic environment.  They are invariably expensive and take considerable organisation, but the benefits are tangible.

26.
A less expensive option that can be restricted to just the deciders is what the military call wargaming or the Command Post Exercise.  Commanders will work through a pre-determined scenario which provides numerous challenges to the effective decision making processes they use.  Full debriefs are given by exercise staff who monitor the exercise players as they progress and it is an excellent way to educate and test key individuals.  They are in a pressured environment, without all of the information they might ideally want and with conflicts of interest that present a range of different options that must be rapidly assessed, graded in terms of the risk posed and then a decision made. 

27.
Whatever practice medium is used it is important that the scenarios test the high risk areas identified during the risk assessment stage.  Results of that test can then be fed back into the risk assessment to update the position, which in turn can be fed back into the training.  The whole process becomes iterative and indicates the need for some form of refresher training as well a commitment to a routine approach to practice, particularly for those who could be vulnerable to the highest risks.

SUMMARY
28.
Decision-making is an area where the conscious action of a human being can have devastating consequences.  The risks that apply to decision making do need to be understood so that appropriate mitigation action can be taken.  This is not straight forward as it can be difficult to establish just what decisions an individual might have to face, what options he will have and what might be the consequences from choosing each of those options.  A simple (in concept) 3 stage approach is offered as a way to get a better understanding of the risks involved and how they might be mitigated through practicing the decision making process in a realistic, but simulated environment.
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